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MpumeuaHue. B coctaB auctpubytmBa CK3WN He BxoaaT apanBepa u
Apyrve MoAynuM  CTOPOHHUX  npousBoauTenern, obecnedmBatolimne
B3ammogenctene Kpuntollpo CSP ¢ annapaTHOW u4acTbto. [Ana wmx

l@_!“ YCT@HOBKM  CneayeT  BOCMO/b30BaATbCA npclrpaMMOﬁ YCTaHOBKMU,

== NnoOCTaBASEMON MPOM3BOAUTENAMU TaKUX YCTPOMUCTB. Hanpumep, ecnu
Kpuntollpo CSP yXe YyCTaHOBNEHO, M HYXHO WCMosib30BaTb HOBbIE
YyCTPOICTBa, HEOb6Xx0AMMO YCTaHOBUTb MNOAAEPXXMBAKOLIME ApaviBepa M
Apyrue mMoaynu oT NpovM3BOAMTENEN 3TUX YCTPOMCTB.

2.4.1.2. YpaneHune cumtbiBaTens

Ons Toro 4to6bl yaanuTh cuMTbiBaTENb B MEHHO, BbinosiHUTE Myck = Mporpammebl = Kpuntollpo
PKI = Kpuntollpo CSP. B KOHTEKCTHOM MeHi pasgena Bblbepute CBOWCTBA, B MAaHEAM HACTPOMKM
o6opynoBaHmnsa CK3U Kpuntolpo CSP (cM. Puc. 9) HaxmMute KHonky HacTtpouTb cumTbiBaTesin.

CucrteMa oTo6pasuT OKHO «YmpasrieHune cuuTbiBaTensMu» (cM. Puc. 10). Boibepute cumtbiBaTensb,
KOTOPbI TpebyeTcs yaanuTb, U HAXXMUTE KHOMNKY YAaUTb.

Cuctema otobpasut okHO «loaTBepXxAeHMe Ha yaaneHue cumtbiBatens» (cMm. Puc. 16). Haxmute
kHonky Aa. CunTteiBaTenb 6yaert yaaneH.

Mo TEEpH A EHHE J

! ": Bkl ABHCTEMTENEHO XOTHTE YAANHTE cHMTEIEaTENR: Dallas (DS1410E), LPT1?

Aa | Het

Puc. 56. OkHO «loAaTBep>kAeHMe Ha yaasieHue cuuTbiBaTens»

2.4.1.3. MpocMoOTp CBOMCTB CUMTbIBaTens

Onsa Toro, 4tobbl NMpPOCMOTpEeTb CBOMCTBA cuuTbiBaTens, BbinonHuTe Myck = MporpamMmmbl =
Kpuntollpo PKI = Kpuntollpo CSP. B KOHTEKCTHOM MeHI0 pa3gena Bblbepute CBOWCTBA, B MaHenu
HacTpolriku ob6opyaoBaHua CK3W Kpuntollpo CSP (cM. Puc. 9) Haxmute kHonky HacrpouTtb
CUMTbIBaTENM.

CucrteMa oTo6pasuT OKHO «YmpasrieHune cuuTbiBaTensaMu» (cM. Puc. 10). Boibepute cumntbiBaTensb,
CBOICTBA KOTOPOro TpebyeTcsi MpoCMOTPETb, U HaXMUTE KHOMKy CBOMCTBA.

Cuctema otobpasut okHO «CBolictBa: UMsa cuuTbiBaTens» (cM.Puc. 17), B KOTOpOM oTo6paxaetcs
cnpaBoYHas MHGopMaumsa o BbIBpaHHOM cuMTbiBaTesle, B TOM YUC/e, U AaHHble O COCTOSHUM YCTPOMCTBA.
Mocne NpocMoTpa CBONCTB CUMTbIBATENS HaXMUTEe KHOMKY OK.
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2.4.2.2. YaaneHue K1l0MeBOro Hocurtens

Onsa Toro 4tobbl yaanuTb KAtOYeBOW HOocuTeNb, BbinonHuTe Myck = Mporpammsbl = Kpuntollpo
PKl1 = Kpuntolpo CSP. B KOHTEKCTHOM MeHI0 pasgena Bblbepute CBONMCTBA, B MaHeEIW HACTPOMKMK
o6opynoBaHmnsa CK3U Kpuntollpo CSP (cM. Puc. 9) HaxMuTte KHonky HacTtponTb HocuTenum.

CucrtemMa o0T06pa3svT OKHO <«YnpaB/eHWEe KI4YEBbIMU HocuTenamm» (cM. Puc. 18). Bbibepute
KJIIOYEBOWN HOCUTENb, KOTOPbIN TpebyeTca yaanuTb, U HAXXMUTE KHOMNKY YAANAUTb.

Cuctema oTo6pasuT okHO «lloATBEpXAEHME Ha yAaneHue Ka4yeBoro Hocutens» (cM. Puc. 24).
HaxmuTte kHonky [a. KnouyeBon HocuTenb 6yaeTt yaaneH.

Mo TEEpH: A EHH J

! E Bkl AEHCTEMTENEHD XOTHTE ¥ AaNHTE KNHHEE0H HOCHTENR: MPCOSEMY, 17

Aa | HeT

Puc. 114. OxkHo «lMoaTBep>xaeHne Ha yaaJZieHue KJ1IoUeBOro HOCUTens »

2.4.2.3. MpocCMOTp CBOWCTB KJ/IlOUEBOIr0 HOCUTENSA

Ona Toro 4yto6bl NPOCMOTPETL CBOMCTBA K/IOYEBOro Hocutens, BolinonHuTe Myck = MporpaMmbl
= Kpuntollpo PKI = Kpuntollpo CSP. B KOHTEKCTHOM MeH0 pa3gena Bblibepute CBONCTBA, B NaHenu
HacTpolikn obopyaoBaHusa CK3UW Kpuntollpo CSP (cM. Puc. 9) HaxmuTe kHonky HacTpouTb HOocuTenu.

CuctemMa o0T06pa3svMT OKHO <«YMpaB/ieHWEe K/4YeBbIMM HocuTensamm» (cM. Puc. 18). Bbibepute
K/1l0YEBOM HOCUTENb, CBOMCTBA KOTOPOro TpebyeTcss MPOCMOTPETb, U HAaXXMUTe KHOMKy CBOMCTBA.

CuctemMa oTo6pasuT okHo «CBolcTBa: MMa Hocutensi» (cM. Puc. 25), B KOTOpOM oTob6paxaercs
crpaBoYyHas MHboOpMauuMs O BbIGPaHHOM KJIIOYEBOM HOCUTENE, B TOM YUCNE, W [aHHblE O COCTOSIHUM
yCcTpoiicTBa. Mocne NpocMoTpa CBOWCTB KIHOUEBOIr0 HOCUTENS HAaXXMUTE KHOMKY OK.
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COAEPHHT MHOPMALKMIO, HEODXOANMYHD ANS 38LUHTbI
AEHHBIX MK YCTAHOBNEHMA 3aLUMULEHHBI, CETEBbLIX
MOAKNHYEHHA, XPaHMAMLLE CEpTHMDHMKATOB - 3TO
0BNacTe CHCTEMBI, NPEAHAZHAYEHHEA ANA XPaHEHWA
cepThdmrKaTos.

Ana NPoADNHEHHA HAaXMATE KHONKY “Aanee”,

MacTep vMnopTa cepTudUKaToB

Xpanunvuie ceptuduxkaTos

¥paHUNMLLa cepTHDHKATOE - 3T0 0BNACTH CHCTEMEI B KOTOPEIX NPOM3BOAMTCA
XpaHeHne cepTHHMKATOB.

BbIBOp XpaHUHLLE MOXET BbiTh NpoMsBEAEH WiINdowWs SETOMATHYECKH, HIH e
MO¥HO YK333Th PA3MELLEHHE CEPTHDMKATA BPYYHYHD,

<toan onea_|




MacTtep vMnopTa cepTudrKaToB

3aBepLueHve paboTbl MacTepa
viMnopTa cepTvdrKaToB

PabioTa MacTepa MMAOPTa CepTHMKATOB YCNELHo
saBeplUeHa.

BbiNK yKazaHb! CNeayHlMe NapaMeTpbl:

BeifpaHHoe xpaHunue cepTMdMKaTos  ABTOMaTHYECK)
Coaep¥HMoe CepTHibMKaT

{Totoeo

MacTep uMnopTa cepTUdMKaTe

MMMOPT YCNELWHO BhINOAHEH,




MacTep ¥CTaHOBKW NMUHOrD cepTvdHKaTa

Bac NpMBETCTEYET MacTep YCTaHOBKM
NUYHoro cepTUdhMKaTa

MacTep ¥CTAHOBKKW NMYHOI0 CepTHhHKaTa

Pacnonoxedue ¢afina cepTHPHEAaATa
BeeguTe Mau YESHMTE pacnon AE 113 Yo ENMHE3gr0ro CepTHE

P opraT |
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MacTep ¥CTAHOBKMW NMYHOI0 CEpTHbHKaTa

EEDTHqJHKﬂT ANA YCTAHOBKH
Mn POCHOTRMTE H EiI:-Il'jEFII-ﬂ' & CEPTHRMEAT 407 YCTAHOEKH

CEpTHpMKAT:

Cyere

MocTaewwme;
JefcTEMTENEH C
JefcTEMTENEH NO;

CepHFAHEIN HOMER:

MacTep ¥CTAHOEKH NMYHOro cepTHdMKaTa




Bobibop xpanunia ceptudukara

MacTep YCTAHOBKK NMYUHOI0 CEpT,

XpaHuaue CEPTUPHKATOB (L] AoBeperHblE KOPHEBBIE LEHTPEI CepTHD
YKaxuTe KpaHUAKLLE CEPTUPI (L] AoBepHTEnEHBIE OTHOWEHMA B NPEANPHS
panas PORTGVETTE. [ NpoMesiy TouHbIE UEHTPEI CepTHDHKAUNY
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MacTep yCcTaHOBKW NMUHOro cepTudukaTa

3aBeplueHne paboTbl MacTepa
YCTaHOBKM NTMYHOro cepTUdMKaTa

PafioTa MacTepa YCTAHOBKM AMYHOMD CEPTHEMKATE YCNelwHo
ZaBEpLUEHA.

EblAM ykasaHe! cneayiolmue NapameTpbl
Baare ceprudmrar
U3 Ppaiina D:ADocuments and Setting

WMA CEPTUPUKATE CarrierT est
CytBexT E=favi@cryptopro.mu, CN=(

MOCTSBLUMK, C=RL, CN=AVF CA
AEUCTBUTENEH C 9 okratpa 2003 r. 9:42:0C

AEHCTEMTENEH NO 9 okTacpa 2004 r. 9.51:0
CEPUIHEIA HOMED 6104 7FE4 0000 0000 00z

MpocTaeuTe cobinky
A CRKNETHRINA KN4 1IUDNNRAHWA _,;‘
»

Yeeaureck, YyTo BEIGPaHE! NPABWEHEIE N3PAMETPEI W
HarauTe KHonkY 'ToToso" 0nA BEINDAHEHWA YCTAHOBKK.
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DB HE Cbopy I
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HS0ST B 34, 10-2001 Signature with Diffie-Hellman Key Exchange Jid
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B cnucke nokasbiBaTe:

* Jpy#ecTEeHHbIE UMEHA (" YHukanbHble UMEHa

Crucok KNOYEBbIX KOHTENHEPOB NONb30BATENR;

CyuTbiBaTENE | Wma s OHTElHEpa e |
& Peectp 7adaabd8-Oca2-49di-ab21-b72bf3430eda

Iﬁ Peectp b848bade-c30e-4ac?-beel-6c31658abdbe
= Peectp b848bade-c

P_; Peectp b848bade-c30e-4ac?-beel-Ec316

rﬁ Peertn hR4dRkade-rMNe-dar7-hesll-Rr31 FFHi:I:mﬂ".;-l,‘
4 |

I: ‘-jrll::r:“

Puc. 471. CNMCOK CyL|eCTBYHOLWMNUX KOHTEHMHEpPOB

Mocne BbliGOpa HeOH6XOAMMOrO KOHTEMHepa Haxmute kHonky OK. [Mpu 3TOM npowusonaeT
3awmndpoBaHMe AAaHHOIO 3aKpbITOro K/KYa Ha Katoye BbIGpaHHOro KOHTeNHepa.

CK3U «Kpuntollpo CSP» no3BonseT oCyLecTB/saTb 3anMdpoBaHne AaHHOMO K/to4va He TONbKO Ha
CYLLECTBYIOLLEM 3aKPbITOM Kitoye. Npu yCcTaHOBKE rasioyku HanpoTus nofsi Co3aaTtb HOBbI KOHTEWHEp
(cM. Puc. 70) cuctemMa aHanorMyHO CO34acT HOBbIA KOHTEMHEP M Ha €ro Kjk4ve OCYLIeCTBUT
3awndpoBaHMe 3aKpbITOro Ka4va AaHHOro KOHTenHepa.

3.1.4.3. PasaeneHne KJl0Ma Ha HECKOJIbKO HOCUTesNen

Ecnu nepekntoyaTenb ycTaHoBfieH B nosie Pa3penvuTb KJIKOM HAa HECKOJIbKO HocuTesnien (CM.
Puc. 70), To CK3U «Kpuntollpo CSP>» OCywWeCcTBUT 3aluTy K/to4ya Mpu MOMOLUM pasfesieHus AOoCTyna K
HEMY MeXAy HECKOJIbKMMM K/YEeBbIMM HOocuTenamu. Kaxabli M3 3TUX HOCUTENen sBnsercs
CaMOCTOATE/IbHbIM KOHTEMHEPOM C CO6CTBEHHbBIM MApOSIEM Ha AOCTYM K 3aKpPbITOMY K/OYY.

HeobxoanMo 3anonHUTb cneaytowme nons:

e KonunuecTtBo HOocuTenen ANA 3arpy3km — YnUC/I0 HOCUTeNEN, HeobxoaMMbIX Ana AOCTyMNa K
3aKpbITOMY KJTHO4Y.

o O6Lee KONNMYECTBO HOcUTenem — obliee KONMYECTBO HOCUTENEN, MEXAY KOTOPbIMU KJ/itoY
6ynet pasgeneH.

MNocne 3anosiHEHMS 3TUX MOJSIEN CUCTeMa I'IEpEﬁﬂ,ET K rnpoueccy co3aaHunAa HOBbIX KOHTEﬁHepOB,
y4yacCTBYWOWNX B pas3gesnieHnn WUCXoaHOro Kik4a. KonunyectBo co3gaBaeMbIx KOHTeVIHepOB PaBHO
3HA4YEHWND, YKa3aHHOMY B none O6Lee KOIMUYECTBO HOCUTenen:

1. [ns Kaxaoro co34aBaeMOro KOHTeMHepa cucteMa oTobpasuT OKHO BbliboOpa KOYEBOro
HocuTens (cM. Puc. 67). B aToM okHe Heobxoammo Bbi6paTb HOCUTENb, KOTOPbIN 6yAeT y4yacTBoBaTb B
pasgeneHum Kiwva.

2. Tocne TOro, Kak Ans BCEX KOHTEMWHEpPOB Bbl6paHbl HOCUTENW, CUCTEMA OTO6Pa3vUT OKHO
«Bbnonornyecknin gaTunK caydarHblx Ymucen» (cM. Puc. 68), B KOTOPOM NPOM30OMAET reHepauns HadaabHOM
nocneoBaTelbHOCTU AaTyuKa CnydarHbiX uucen. Ecnm yctaHoBneH GU3MYECcKUii AaTyuMK CaydanHbIX
yucen, TO reHepauusa npoussegeHa 6yaeT uMm. B 3ToM cnydae okHO «Buonornyeckmin Aatumk CnydamHbIX
yncen» otobpaxatbcs He byaerT.

3. [locne 3aBeplieHWs reHepauuum cuUCTeMa OTO6pasvMT OKHO BBOAA Maposs Ha A[OCTyn K
3aKpbITOMY K4y A0S KaXAOro co34aBaeMoro KoHTerHepa (cM. Puc. 69). B 3ToM OkHe Heobxoanmo
BBECTU Maponb Nubo BbibpaTb Apyroe CpeAcTBO 3aluMTbl AOCTYyNa K 3aKpbITOMY K/HOYY MApU MOMOLLM
kHonku Moppo6Hee (cM. Puc. 70).

Mocne TOro, Kak BCE KOHTEMHEpbl, Yy4YacTBylOLWME B pasgeneHum kiw4da, 6yayT co3gaHbl,
npounsongeT npouecc obecrnevyeHns 3aWmnTbl 4OCTYNa K 3aKPbITOMY K04y,




E Kpuntollpo CSP

BcTaeete

CeegeHWA

YerpolicTea: BcTaeneHHER HoCHTENE:

P

CocToAHME:

OTCYTCTEYET HOCHTEE.
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Puc. 493. NMpoBepka NapoJsia Ha AOCTYN K 3aKPbITOMY KJ1lOUy

Ecnu paHee BO BpeMs BBOJa Napofis Ha AOCTYM K 3aKpPbITOMY KJlOYy rasiovyka HarnpoTUB Mosis
3anoMHUTbL Naponb 6bia yCTaHOBMEHA, TO Mapofib 6bi coxpaHeH B peecTpe. [MoBTOpHbIA BBOA
(NnpoBepka) 3Toro naposs He TpebyeTcs, MO3TOMY OKHO MPOBEPKM Maposs 0To6paxeHo He 6yaerT.

Ecnun naposib BBEAEH HEBEPHO, CUCTEMA MOMNPOCUT NMOBTOPHO BBECTU MapoOJib.

MpumevaHue. Hocutenu, nMerowme annapaTtHbli NMUH-KOA, MOFYT UMETb
I@.!“ OrpaHMYeHMe Ha KONIMYECTBO HeyAaudHbIX MOMbITOK BBOAA MNapons.
== MNpeBbIlWeHMe 3TOro npeaena npuBoAUT K 6JIOKMPOBAHMIO HOCUTENS UK
KOHTEeNHepa.

3.2.2.2. NMpoBepka napona npy 3awmndpoBaHMK K/1I0O4Ma Ha APYIOM KJjiloue

Ecnn 3awmTta AocTtyna K 3aKpbITOMY KoYy Oblla OCyLecTB/eHa Mpu MOMOLWM 3aln@poBaHUs
AAHHOrO 3aKpbITOro K4Ya Ha APYroM 3aKpbITOM Kikoue (CM. NyHKT 3.1.4.2), To 6yaetr oTtobpaxeHo OKHO
NpoOBEPKN Mapons Ans AOCTyna K 3aKpbITOMY KI/KOYY KOHTEMWHepa, Ha KJk4ye KOTOPOro mnpoBOAMIOCH
3awmndpoBaHue (cM. Puc. 73).

Mocne TOro, Kak 6bia1 MOMyYeH AOCTYM K K/AHOYYy paclwmndpoBaHus, NMPOM30ONAET paclindpoBaHue
KJIl0Ya@ OTKPbIBAEMOIr0 KOHTENHEpPA.

3.2.2.3. MpoBepka napons Npu pasaesieHny KJK4va Mexay HecKo/IbKUMU
HOCUTENAMMU

Ecnv 3awmTa AocTyna K 3aKpbiTOMY KUY OCYLUECTBAANAChH MPW MOMOLUM pa3desieHus Kikoda
Mexay HocuTensamu (cM. NyHKT 3.1.4.3), To MpoBepKy TpebyeTcs OCYLUeCTBUTb AN TAKOro KOJMYecTBa
HocuTeneln, Kakoe 6bl10 ykasaHo B none KonuuecTtBo HocuTeneu AnsA 3arpy3kKum MNpu CcosfaHuu
KOHTelHepa. MNpu HaxoXAEeHUW OAHOro M3 Kko4ya CUCTEMA OCYLECTBUT CTAHAAPTHYK MPOBEPKY Maposs
ANSA KoYa-4acTu.

MNpn OTKPbITUM OAHOMO W3 HOCUTENEN, YYacCTBYIOLIEr0O B pasfenNeHuM K/lya HEKOTOPOro
KOHTeliHepa (a BCe OHW B CBOK OYepeab TaKXe ABAAKTCA HOCUTENAMW), MPOBEPKA Mapons Ha AOCTYM K
3aKpbITOMY K/OYYy MPOBOAMTCA B COOTBETCTBUW CO CMOCO60M 3allMTbl AOCTYMa K KUy, MPUMEHEHHbIM K
AaHHOMY HocuTent. B obuweM cnyyae, AN pasHbIX HOCUTENEN, yUYacTBYHOLWMX B pa3fefieHUMM 3aKpbITOro
K/loYa OAHOrO0 WM TOrO >X€ KOHTEelHepa, MOryT 6biTb MPUMMEHEHbI pasHble Crocobbl 3alMTbl AOCTYMa K
K/ouy.

3.3. [eHepaums Kn4ven n nonydeHne ceptudmkaTta npu nomowmn YU

Ans popMMpOBaHUA IMYHBIX KHOYEN U MOSyYEHUS CEPTUPUKATOB MOXXHO BOCMOJIb-
30BaTbCs TecToBbIM LleHTpoM Ceptudumkauymm http://www.CryptoPro.ru/CertSrv nn6o
http://www.CryptoPro.ru/CertSrv_vista ana OC Windows Vista n Windows 2008.



http://www.cryptopro.ru/CertSrv�
http://www.cryptopro.ru/CertSrv_vista�

’g Cnyxbobl cepTrdvkalmd - Microsoft Internet Explorer

Microsoft -- Cny:bBel ceptudmkaumy - Test Center CRYPTO-PRO Nowmoii

PaclwmpeHHbIA 3anpoc Ha cepTUdgUKaT

Haeutudpmunpyroman undopmaumn:
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4. OnncaHne Ucnosib3oBaHmsl, HACTPOEK N YrpaBieHUs
KJIto4aMu MoAaynsa ceteBon ayTteHTudukaumm Kpuntollpo TLS

4.1. PasMelleHune cepTudmrKaTa ayTeHTUdmnKaumm cepeepa Ha
cepsepe ISA

Ha koMmnbioTepe c cepBepoM ISA ceptudmkaT ayTeHTUdUKaLUMM cepBepa A0JIXKEH 6biTb
pasMelleH B XpaHwauiwe JlokanbHbIM KOMMNbOTEP\JINUHbIE C TMPUBS3KON K
K/1F0YEBOMY KOHTElHepy JNIOKasIbHOro KoMMbloTEpPA. Ceptudukar LleHTpa
cepTuduKkaumm, BblAaBLUEro 3TOT cepTudukaT - B XpaHuauwe JlokanabHbIA
koMmnbiloTep\loBepeHHble kKOopHeBblie LleHTpbl Ceptudumkaumm (ecnn 37101 LIC
KOpHEeBOW) nnu JlokanbHbI’ koMnbloTep\lpoMerxkyToUuHble LleHTpbI
Ceptudmkaumm (ecnu s1oT UC nogunmHéHHbIN. B 3TOM cnydae Bce BbllecToslime
ceptudukaTtbl npomMexyTodHbix LIC 1 kopHeBoW cepTuduKaT A[O/MKHbI  6bITh
YCTQHOBJIEHbl B COOTBETCTBYIOLUME XPAHUINLLA JIOKAIbHOFO KOMMbIOTEPA).

Ecnn kniouyeBol KOHTEWHep, COOTBETCTBYHOLWMWA 3TOMY CEPTU@MUKATY, PaCMOSIOXKEH B
peecTtpe KoMMbikTepa, TO Heobxoammo p[ob6aBuTb MpaBa Ha 4TeHMe-3anucb Ans
cnyxebHor  y4yéTHon  3anucu Network  Service Ha pasgen peecTtpa
HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Settings\Keys

lNpoBepuTb Hanuyme HeobxoAUMbIX CEPTUPMKATOB MOXHO C MOMOLLbD OCHACTKM mmc
"CeptudukaTtbl”. [Ns 3TOro HY>XHO 3anyCTUTb KOHCOb MMC

gl BEEAWTE MMA NPOrpaktel, NaMKH, A0KYMEHTE HIH

% pecypca MHTEpHETS, M \Windows oTEpOET M,

CTEPEITE: j

K QTMEHA QAz0p. ..

Puc. 51. 3anyck koHcoan MMC

B kopeHb koHconn MMC ycTaHOBWUTb OCHACTKy AMCneTYepa cepTudmrKaToB:
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